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(54) Network path protection 

(57) Path protection of high priority traffic is provided 
between network nodes in a packet network carrying 
lower priority traffic in addition to the high priority traffic. 
First and second traffic paths are provided between the 
nodes, the high priority traffic being allocated to the first 



path and the lower priority traffic to the second path. In 
the event of a failure of the first path carrying the high 
priority traffic, this traffic is switched from the first path 
on to the second path and the lower priority traffic is 
switched to the first path. 
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Description 

[0001] This invention relates to methods and arrange- 
ments lor providing path protection in a communications 
packet network and in particular to the path protection 
of priority traffic in such networks. 

BACKGROUND OF THE INVENTION 

[0002] In the past, electronics communications net- 
works were designed to carry predominantly voice traf- 
fic. It is now commonly observed that the growth in com- 
puter data traffic far outstrips the growth in voice traffic 
and that the characteristics of data traffic require a dif- 
ferent type of network from that required for voice traffic. 
Data traffic is characterised by transmission of packets 
of information, where a packet consists of a header, typ- 
ically identifying the source and destination of the pack- 
et, and payload which contains the data to be transmit- 
ted. A number of protocols exist defining the format of 
the information packet. One well known protocol is 
known as Internet Protocol (IP) and is increasingly being 
used for data transmission between end systems. Such 
networks are generally referred to as connectionless 
networks. 

[0003] A typical IP network includes a number of rout- 
ers or nodes interconnected with communications links. 
Optical fibres are often used as the physical transmis- 
sion mediator these communications links. Each router 
examines the headers of the packets which arrive on a 
given communications link and makes a decision iden- 
tifying which link to another router or node each packet 
should next traverse in order to reach its final destina- 
tion. The forwarding decision is based on the contents 
of routing tables held locally within each router which 
indicate preferred routes for particular packet destina- 
tion addresses. Typically, these tables are generated by 
a self-discovery mechanism in which each router con- 
sults neighbouring routers to establish preferred routes, 
and this discovery process can take many minutes in 
large networks. The routing tables are refreshed period- 
ically. The refresh mechanism allows for reconfiguration 
as new nodes are added to the network or as failures 
occur within the network. As a result, an IP network is 
highly resilient, although restoration of connectivity 
through re-routing following e.g. a communications link 
failure can take several minutes to achieve. 
[0004] In the current ISO standard seven layer model, 
routers are considered to operate at layer 3, i.e. at the 
'Network' layer. It is also common practice to build data 
networks where at least some of the packet forwarding 
is performed at ISO layer 2 based on layer 2 switches 
rather than routers. 

[0005] Failures within a communications network can 
arise, for example, as a result of equipment failure or as 
a result of physical severance of the communications 
link e.g. through earthworks along the route. 
[0006] Many present IP networks operate on a 'best 



efforts' basis. That is, the communications infrastructure 
makes no guarantees about whether a message will 
reach it£ final destination or, if it does, the length of time 
it will take to arrive. Whilst this is adequate for many us- 

5 ers, some customers, particularly business customers 
whose profitability depends on timely and assured com- 
munications, are demanding service guarantees from 
their Internet service provider (ISP) and are prepared to 
pay a higher price for such a service. Economic consid- 

10 erations generally mean that ISPs cannot afford to pro- 
vide such an assured path universally to all their cus- 
tomers, but only to those who are prepared to pay extra 
for the service. As a result, many systems now require 
at least two classes of service: a standard 'best efforts' 

1$ service and a high priority service where information 
packets take priority over best efforts (lower priority) traf- 
fic in the event of congestion in the network and where 
high priority traffic continues to arrive at its destination 
even under failure conditions within the network. Where- 

20 as using router reconfiguration mechanisms to restore 
best efforts traffic may be acceptable, the delay incurred 
in the conventional rediscovery and re-routing mecha- 
nism is unacceptable for a high class of service traffic. 
[0007] A number of mechanisms have been proposed 

25 by which the relative priority of different packets can be 
identified. One such mechanism, defined by the Internet 
Engineering Task Force is known as 'DiffServ 1 . Using 
this mechanism, a field within the packet header identi- 
fies the class of service to which the packet belongs. 

30 [0008] In other types of communications networks, for 
example voice trunk networks, it is common practice to 
provide duplicate communication paths between node 
pairs so as to provide standby or protection paths for 
use in the event of a system fault. A system known as 

35 the Synchronous Optical Network (SONET) and a near 
equivalent known as the Synchronous Digital Hierarchy 
(SDH) are in common use in optical telecommunications 
networks. In a typical SONET or SDH system, a number 
of communicating nodes are connected in a ring where- 
in each node connects to exactly two neighbouring 
nodes. In normal use, communication between two 
nodes uses a defined direction around the ring (for ex- 
ample, along the shorter path). In the event of failure of 
the connection, e.g. due to equipment failure or fibre 

45 breakage along the chosen route, the signal is re-routed 
in the opposite direction around the ring, thus restoring 
the connection. Detection of the communications failure 
and implementation of the re-routing function is per- 
formed by the SONET system itself and is normally ac- 

50 complished within 50 milliseconds. Apart from a brief in- 
terruption of service, the connected equipment at the 
node need not be aware that a failure has occurred and 
that the traffic is now traversing a different route to the 
same destination node. 

55 [0009] In order to provide such duplicate paths, addi- 
tional transmission capacity must of course be provi- 
sioned in the network. In most SONET systems this ad- 
ditional capacity is reserved for use under failure condi- 
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tions and is not used to carry useful traffic in the absence 
of failures. Emerging SONET products allow use of such 
spare capacity under normal (non failure) conditions, 
but require more complex schemes to enable this. 
[0010] In the past, traditional telecommunications s 
companies have accepted the trade-off of spare capac- 
ity against the need to provide network resilience. More 
aggressive financial goals now favour the use of spare 
capacity to provide an additional revenue stream for the 
majority of time where the network is operating normally. 
This is a particular problem for connectionless or Inter- 
net protocol (IP) networks where only a portion of the 
traffic will comprise the significant revenue earning high 
priority traffic. The total revenues generated by this traf- 
fic may be insufficient to support the cost of conventional 
protection path provisioning to guarantee timely delivery 
of this traffic. 

SUMMARY OF THE INVENTION 

[0011] An object of the invention is to minimise or to 
overcome the above disadvantage. 
[0012] A further object of the invention is to provide 
an improved arrangement and method for path protec- 
tion of high priority traffic in a packet network. 
[0013] According to a first aspect of the invention 
there is provided a method of path protection of high pri- 
ority traffic in a packet network, the method comprising 
defining a protection path, and allocating low priority 
traffic to said protection path whenever that path is not 
required for said high priority traffic. 
[0014] According to another aspect of the invention 
there is provided a method of path protection of high pri- 
ority traffic between first and second network nodes in 
a packet network carrying lower priority traffic in addition 
to said high priority traffic, the method comprising defin- 
ing first and second traffic paths between said nodes, 
allocating said high priority traffic to said first path and 
said lower priority traffic to said second path, and, in the 
event of a failure of said first path, switching said high 
priority traffic from said first path on to said second path 
and switching the lower priority traffic from said second 
path to said first path. 

[0015] According to another aspect of the invention, 
there is provided a method of path protection of high pri- 
ority traffic between first and second nodes in a packet 
network carrying lower priority traffic in addition to said 
high priority traffic, there being first and second traffic 
paths between said nodes, said paths being coupled to 
respective fist and second ports at each said node, the 
method comprising; identifying said high priority traffic 
at said first node, transmitting said high priority traffic 
and said lower priority traffic from said first node to said 
second node via said first and second ports over said 
first and second traffic paths respectively, and, in the 
event of a failure of said first path, switching said high 
priority traffic from said first path on to said second path 
and switching the lower priority traffic from said second 



path to said first path. 

[0016] According to a further aspect of the invention 
there is provided an arrangement for providing path pro- 
tection of high priority traffic in a packet network carrying 
lower priority traffic in addition to said high priority traffic, 
the arrangement comprising first and second network 
nodes first and second traffic paths therebetween, 
means for allocating said high priority traffic to said first 
path and said lower priority traffic to said second path, 
and, means responsive to a loss of integrity of said first 
path for switching said high priority traffic from said first 
path on to said second path and switching said lower 
priority traffic from said second path on to said f i rst path. . 
[0017] According to a further aspect of the invention, 
there is provided an arrangement for providing path pro- 
tection of high priority traffic in a packet network carrying 
lower priority traffic in addition to said high priority traffic, 
the arrangement comprising first and second network 
nodes each having respective first and second ports 
coupled to respective first and second traffic paths dis- 
posed between the nodes, traffic allocation means pro- 
vided at said first node for allocating said high priority 
traffic to said first port and said lower priority traffic to 
said second port, monitoring means for determining the 
integrity of said first path, and switch means responsive 
to said monitoring means for switching said high priority 
traffic from said first path on to said second path and 
switching said lower priority traffic from said second path 
on to said first path. 

[0018] According to another aspect of the invention, 
there is provided a method of transporting packet com- 
munications traffic between first and second nodes in a 
network carrying high priority traffic and lower priority 
traffic, said first node having first and second output 
ports and second node having first and second input 
ports and wherein the first ports are coupled to a first 
path between the nodes and the second ports are cou- 
pled to a second path between the nodes, the method 
comprising; 

at the first node, identifying the high priority and low- 
er priority traffic, outputting the higher priority traffic 
at said first output port and said lower priority traffic 
at said second output port; 
at the second node, 

receiving the high priority traffic at said first input port 
and the lower priority traffic at said second input port; 
and 

on the first and second paths between said nodes, 
monitoring the integrity of said first path, and, in the 
event of a loss of integrity of said first path, switching 
the high priority traffic, output from said first output node 
and input to said first input node, from said first path and 
on to said second path. 

[001 9] The arrangement and method provide a simple 
and low cost means by which a protected path can be 
offered to high priority traffic whilst allowing spare ca- 
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pacity to be used for lower priority (best efforts) traffic in 
the absence of failures in the communications paths. 
Further, a network can be built with arbitrary physical 
connection topologies without incurring significant addi- 
tional management complexity. Advantageously, the 
protection system is independent of the transmission 
protocols used between co-operating network nodes. 
[0020] The high priority traffic may comprise voice 
traffic, e.g. to provide an Internet voice service. It will of 
course be appreciated that definition of what constitutes 
high priority traffic will normally be left to the network 
operator. 

[0021] In a preferred embodiment, the technique en- 
ables a Layer 2 or Layer 3 packet forwarding device to 
establish the concept of a resilient circuit between itself 
and a network peer. This resilient circuit is applicable 
only to a packet stream designated as a high priority 
stream. In this context, a 'resilient circuit 1 comprises two 
(preferably diversely routed) physical circuits, one des- 
ignated the 'protected circuit 1 , which carries the traffic 
under normal operating conditions and a second 'pro- 
tecting circuit' which carries traffic when the protected 
circuit fails. Under normal operation, the protecting cir- 
cuit is fully capable of carrying traffic of a lower priority. 
Definition of high and lower priority traffic is left to the 
network operator to manage but it is assumed that the 
Layer 2/3 switching/routing device is capable of differ- 
entiating between higher and lower priority traffic and 
directing traffic to a specific egress port on the device. 
Protocols to enable such traffic segregation are being 
developed by the Internet Engineering Task Force and 
include methods known as Differentiated Services (Diff- 
Serv) and Mu It i -Protocol Label Switching (MPLS). 
[0022] The protected and protecting circuits may 
comprise two communications links connecting commu- 
nications ports on the source and destination peer enti- 
ties. One of these source ports carries at least some traf- 
fic of relatively higher priority and the other carries only 
traffic of relatively lower priority. 
[0023] Preferably the two communications links 
should pass along two physically diverse routes be- 
tween the two communicating nodes in order to mini- 
mise the risk of simultaneous physical disruption of both 
links. 

[0024] Advantageously there is provided at the trans- 
mitting end of the link a crossover switch which is inter- 
posed between the traffic source ports and the commu- 
nications medium. The term communications medium 
as employed herein is understood to include the physi- 
cal medium itself and optionally transducer equipment 
associated with impressing an information signal on the 
physical medium. Optionally there may also be provided 
at the receiving end of the link a similar crossover switch 
interposed between the communications medium and 
the destination information ports. Also provided at the 
receiving end are means for monitoring the quality of 
performance of each component communications link, 
means for controlling the optional crossover switch at 
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the receiving end and means for signalling to the trans- 
mitting end information derived from the quality of per- 
formance of each communications link. At the transmit- 
ting end of the link, means are provided for receiving the 
5 signalling information and controlling the transmitting 
end crossover switch in response to the signalling infor- 
mation received. 

[0025] Optionally the monitoring means may, instead 
of, or in addition to directly monitoring the link quality 

10 performance, have a connection to a Layer 2 or Layer 
3 protocol link status indicator (where the receiving peer 
node is able to provide such a signal), thus providing 
additional protection between the router egress port and 
the line interface function. 

is [0026] The signalling means should not require integ- 
rity of a link in the reverse direction which traverses the 
same physical path (and any intermediate equipment) 
as the link it is monitoring. Preferably, status information 
pertaining to a given link will be conveyed using the re- 

20 verse communications path associated with the other 
link. 

[0027] In a preferred embodiment of the invention, in 
- the absence of degradation of either communications 
link, the crossover switch at the transmitting end is con- 

2S figured to connect the information source carrying at 
least some information of relatively high priority to one 
of the communications links, designated as the protect- 
ed link, and to connect the information source carrying 
only information of relatively lower priority to the other 

30 communications link, designated the protecting link. 
The optional crossover switch at the receiving end of the 
link is similarly configured such that the information ar- 
rives at the designated destination ports. 
[0028] In the event of degradation or failure of the 

35 communications link designated to host the higher pri- 
ority traffic (the protected link), the condition is detected 
by the monitoring means at the receiving end of the link 
and signalled to the transmitting end via the signalling 
means. In response, the switch control means at the 

40 transmitting end causes reconfiguration of the crosso- 
ver switch such that the connections between the infor- 
mation source nodes and the communications links are 
interchanged. Where the receiving end is equipped with 
the optional crossover switch and switch control means, 

45 this receiving end switch is also reconfigured to inter- 
change the connections between the incoming commu- 
nications links and the information destination nodes. 
Preferably, where this optional receiving end switch is 
included, reconfiguration of switches at the two ends of 

50 the link should occur simultaneously. 

[0029] As a result of this action, the communications 
path carrying information of relatively higher priority is 
restored immediately, now using the protecting link. The 
communications path carrying information of relatively 

55 lower priority in now connected via the degraded or 
failed link. Preferably, the co-operating nodes within the 
network will possess rediscovery and reconfiguration 
means operating at higher layers in the communications 
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stack by which connectivity of information of lower pri- 
ority can be restored over a longer time scale. 
[0030] The logic associated with the decision to 
switch is a function of implementation but preferably will 
include safeguards to prevent inappropriate switching, 
for example during transient faults or in the unlikely 
event that both links are simultaneously affected by a 
fault or degradation. Preferably, suitable acknowledge- 
ment means is provided to indicate to a management 
system when switching does occur. 
[0031] Following repair of the faulty link the original 
crossover switch configuration can optionally be re- 
stored. Alternatively, the links can be re-designated to 
avoid the need for a second transient break in connec- 
tivity. 

[0032] In the event of degradation or failure of the link 
carrying information of relatively lower priority (the pro- 
tecting link), no reconfiguration of the state of the cross- 
over switch is performed. 

[0033] The technique thus provides means whereby, 
should a fault occur in one of the duplicated communi- 
cations links, traffic of higher priority is preferentially re- 
stored at the expense of traffic of relatively lower priority. 
Traffic of relatively higher priority is disrupted only for a 
minimal time. The method is relatively straightforward 
and cost-effective to implement. Since the system uses 
duplicated point to point links, the method can be ap- 
plied to networks of arbitrary physical connectivity. Pro- 
tection need not be provided universally throughout a 
network but only on those links within the network which 
need to support traffic types requiring restoration capa- 
bility or which are at particular risk of disruption. The res- 
toration strategy is commensurate with the different lev- 
els of service offered to different customers and the 
price they pay for the service. The method can be made 
independent of the protocols and transmission rates in 
use on the connection. The method can be applied to 
an asymmetric link, such as a video distribution network, 
where traffic in the two directions between a pair of peer 
nodes differs in volume or uses different transmission 
media. 

[0034] In a further embodiment, the link carrying the 
high priority traffic may, in the absence of a fault condi- 
tion, also carry lower priority traffic if capacity for such 
traffic is available. 

[0035] A preferred use for the technique is for imple- 
menting protected communications systems including 
voice and data within an IP network, though other appli- 
cations will also be evident to those engaged in commu- 
nications system design. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] An embodiment of the invention will now be de- 
scribed by way of example with reference to the accom- 
panying drawings in which: 

Figure 1 illustrates a packet network containing a 



number of routers interconnected by point to point 
transmission links; 

Figure 2 illustrates a similar network where the rout- 
5 ers are interconnected by a SONET ring; 

Figure 3 shows two network nodes interconnected 
via two optical fibre links and using protection a 
function according to a preferred embodiment of the 
10 invention; and 

Figures 4a and 4b illustrate schematically the 
mechanism of operation of the protection function 
of figure 3. 

75 

[0037] Reference will first be made to figures 1 and 2 
of the accompanying drawings, which figures are intro- 
duced for explanatory and comparative purposes and 
as an aid to the fuller understanding of the invention. 

20 [0038] Referring first to figure 1 , this illustrates a data 
network containing a number of routers 101 to 106. 
Each router comprises a core and a number of data 
ports interconnected point to point transmission links 
120 (connecting routers 101 and 102), 121 (connecting 

25 routers 101 and 106), 122 (connecting routers 102 and 
103), 123, 124, 125, 126 and 127. Additional data ports 
are required to connect end user equipment (for exam- 
ple, personal computers), in most cases via ports sup- 
porting local area network (LAN protocols such as 

30 Ethernet (IEEE Standard 802.3). Two items of end user 
equipment (PCs) are shown, 118 and 1 28 connected to 
routers 101 and 1 02 via LANs 119 and 1 29, respectively. 
[0039] It is assumed for example that PC 1 1 8 coupled 
to router 101 wishes to communicate with PC 128 cou- 

35 pled to router 102. Under normal conditions, and in the 
absence of network failures, routers 101 to 106 will have 
built up routing tables listing optimum routes across the 
network between end equipments. In particular, an entry 
in the routing tables of router 101 will indicate that the 

to optimum path to PC 128 is via transmission link 120 and 
router 102. Packets generated by PC 118 and directed 
to PC 128 will normally take this route. Suppose now 
that link 120 fails. Routers 101 and 102 will realise from 
periodic control messages that they can no longer com- 

45 municate via link 1 20 and will therefore rebuild their rout- 
ing tables based on the degraded network topology. 
Router 101 may now for example direct traffic for PC 
1 28 over link 1 21 via router 1 06 which is still able to com- 
municate with router 102 via link 124. Following this 

50 reconfiguration, subsequent packets from PC 118 to PC 
1 28 will travel via router 1 06 using the appropriate inter- 
connecting links. Thus the network is able to recover 
from internal failures. However, for a large network this 
reconfiguration process can take many minutes while 

55 the routing tables are being re-established, and all traffic 
'attempting to use the affected link will be lost in the 
meantime. 

[0040] Figure 2 shows a network of routers having the 
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same logical connection topology as figure 1 , but where 
interconnection between the routers is accomplished 
using a SONET ring instead of point to point connec- 
tions. The data rate used on the SONET ring is greater 
than the data rate of the tributary links to allow multiple 
tributary circuits to be multiplexed together on the main 
ring. 

[0041] As for figure 1 , let us assume that PC 118 wish- 
es to communicate with. PC 128. As before, tables in 
router 101 will be configured to forward packets for PC 
128 to router 102 via the port on router 101 which is 
logically connected to router 102 via SONET multiplex- 
ers 201 and 202 and by fibre connection 211 . Suppose 
now that the fibre connection 21 1 between multiplexers 
201 and 202 is severed. The SONET subsystem will de- 
tect the failure of the link using its own internal protocols 
and reconfigure its internal connectivity such that traffic 
from router 101 to router 102 now passes the other way 
round the ring via multiplexers 206, 205, 204 and 203 
to 202, and fibre connections 212 to 216 and thence to 
router 102. This reconfiguration is typically completed 
within 50 milliseconds. No rediscovery and reconfigura- 
tion is required in the routers since the logical connec- 
tivity is restored by the SONET subsystem and little traf- 
fic is lost. A major disadvantage of this system is that 
additional capacity (in terms of higher multiplexed data 
rate) must be provided around the SONET ring to allow 
for fault traffic traversing the 'wrong' way around the ring. 
This additional capacity is normally not available for low- 
er priority traffic in the absence of link failure. Further- 
more, even if this additional capacity could be used, any 
failure around the ring may cause protection capacity to 
be used elsewhere around the ring, thus affecting lower 
priority traffic between nodes not adjacent to the link fail- 
ure. 

[0042] Having described the prior art network opera- 
tion in order to facilitate a fuller understanding of the in- 
vention, a preferred embodiment of the invention will 
now be described by way of example with reference to 
figures 3, 4a and 4b of the accompanying drawings. 
[0043] Figure 3 shows two network nodes generally 
indicated as 301 and 302 interconnected via two di- 
versely routed optical links 420 and 421 . For clarity, only 
those elements associated with transmission from node 

301 to node 302 are shown. A similar duplicate arrange- 
ment will be required for transmissions in the return di- 
rection from node 302 to node 301 . The nodes 301 and 

302 handle both high priority traffic and lower priority 
traffic, the priority class of each packet being determined 
e.g. from information contained in the packet header. 
Node 301 includes a router 401 which in turn consists 
of a router core 402 and a number of access ports, of 
which two are shown, 403 and 404. Other ports are of 
course needed to feed traffic from user end systems into 
the router and to connect to other nodes in the network 
but in the interests of clarity are not shown on the dia- 
gram. Similarly node 302 includes a router 411 compris- 
ing a core 41 2 and access ports of which two are shown, 
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41 3 and 414. A crossover switch 430 is interposed be- 
tween port 403 and communications link 420 and be- 
tween port 404 and communications link 421. In node 
302 a similar cross-over switch 431 is interposed be- 

s tween communications link 420 and router port 41 3 and 
between link 421 and port 414. The operational states 
at the receiving ends of links 420 and 42 1 are monitored 
by state monitors 440 and 441 , respectively. Information 
concerning each link state is fed to switch control 451 

10 and, via a signalling link 460, to switch control 450. 
[0044] In normal operation, i.e. in the absence of link 
degradation or failure, crossover switch 430 is config- 
ured to connect router port 403 to communications link 
420 and port 404 to link 421. Similarly, in node 302, 

is crossover switch 431 is configured to connect links 420 
and 421 to ports 413 and 41 4, respectively. 
, [0045] Router 401 is configured to pass all high prior- 
ity traffic destined for node 302 through router port 403. 
Best efforts traffic, i.e. lower priority traffic, uses the oth- 

20 er port, 404. Optionally, best efforts traffic may also use 
any spare capacity on the higher priority traffic port 403, 
if the router possesses this capability. 
[0046] In the event that degradation or failure of the 
link 420 carrying the high priority traffic is determined, 

25 the following occurs: 

[0047] Failure or degradation of the link is detected 
by the transmission status monitor 440 and this infor- 
mation is passed to switch control 451 and, via signalling 
link 460, to switch control 450. Switch control 450 caus- 

30 es crossover switch 430 to reconfigure such that router 
port 403 is disconnected from link 420 and instead con- 
nected to link 421 . Similarly, port 404 carrying the lower 
priority traffic is disconnected from link 421 and recon- 
nected to link 420. In node 302, switch 431 is also recon- 

35 figured such that link 420 now connects to port 41 4 and 
link 421 now connects to port 41 3. Thus port 403 in node 
301 is reconnected to port 413 in node 302, but now 
using link 421 instead of link 420. This switching takes 
place in the links between the nodes rather than in the 

40 nodes themselves. 

[0048] The mechanism of the high priority traffic path 
protection provided by the arrangement of figure 3 is il- 
lustrated schematically in figures 4a and 4b. In figure 
4a, the changeover switches 430 and 431 operated via 

45 changeover controllers 435 and 436 are shown in their 
normal configuration, i.e. in the fault free condition, with 
the high priority traffic being carried on link 420 and the 
lower priority traffic being carried on link 421 . Figure 4b 
shows the switches 430 and 431 in their path protection 

50 configuration under a fault condition in which the high 
priority traffic is diverted to link 421 and the lower priority 
traffic is diverted, either to be carried over link 420, if this 
path still has some functionality, or by an alternative 
route when such a route has been determined at the 

55 node 301. Layer 1 link loss may be determined by line 
interfaces 437. Layer 2/3 link loss may be determined 
via the traffic ports. As illustrated in figure 4a and 4b, 
each node incorporates a Layer 2/3 device 440 capable 
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of directing QoS/CoS traffic to specific egress ports so 
as to provide the required traffic segregation. 
[0049] Because switching is performed in the paths 
between the nodes, there is no need for either node to 
be involved in the decision making nor indeed to be 
aware of any change in the precise route to be taken by 
the high priority traffic. Thus, whichever of the first and 
second paths is currently carrying the high priority traffic, 
the transmitting node 401 continues to output this traffic 
from the port 403 and the receiving node 411 continues 
to receive this traffic at the port 41 3. No switching or re- 
routing of the high priority traffic is required within the 
node. 

[0050] As a result of these actions, the high priority 
traffic path is restored within a few milliseconds of de- 
tection of link degradation or failure, and transmission 
of high priority traffic is virtually uninterrupted. The best 
efforts path is now connected through the degraded or 
failed link 420. If the changeover was initiated as a result 
of degradation (rather than complete failure) transmis- 
sion of best efforts traffic between the routers may con- 
tinue, but with increased probability of packet loss. In 
the case of severe degradation or complete failure, 
transmission of best effort traffic will be lost initially. 
However, as the routers periodically update their inter- 
nal routing tables, new routes via other routers and 
transmission paths (not shown in figure 3) will be estab- 
lished to convey the displaced best effort traffic to its 
destination. This latter process will of course take a rel- 
atively long time compared to the restoration of high pri- 
ority traffic, commensurate with the time taken to restore 
best efforts traffic carried on a failed unprotected link in 
a conventional system. 

[0051] Once the link failure has been rectified, the in- 
itial connections between the nodes can be restored. Al- 
ternatively, to avoid a second (short) traffic interruption, 
link 421 can be re-designated as the preferred high pri- 
ority traffic link. 

[0052] In the event of failure or degradation of the link 
carrying only best efforts traffic, no switching action is 
initiated in switches 430 and 431. High priority traffic 
continues to use the working link and best efforts traffic 
is restored using router reconfiguration as above. 
[0053] Note that, since, when making the forwarding 
decision , many routers do not take account of the source 
port through which packets arrive, the changeover 
switch 431 at the receiving end of the link may not be 
required in all cases. 

[0054] Link status monitors 440 and 441 can be im- 
plemented in a number of ways. For example, to detect 
total failure, the status monitor could monitor the mean 
or peak received power or the frequency of signal tran- 
sitions on the medium. This method of link status mon- 
itoring can be made independent of the protocols used 
on the link. 

[0055] If it is required also to detect link degradation, 
other methods can be used alternatively or in addition. 
For instance, if the optical link uses a block line code 



(such as the 8B-1 0B code used by optical links carrying 
Gigabit Ethernet according to IEEE specification 
802.3z), the link status monitor can derive an indication 
of the bit error rate by checking for code violations in the 
5 received signal and can initiate restoring action when 
the bit error rate exceeds a predetermined value. It must 
be recognised, however, that such a system is no longer 
independent of the protocols used for signal transmis- 
sion. 

10 [0056] Figure 3 shows the linkmonitors connected di- 
rectly to the communications links 420 and 421 . Instead, 
or in addition, the link monitors could evaluate informa- 
tion provided by the router ports 41 3 and 41 4 or the rout- 
er core 411 to determine link status. In this latter case, 

15 the link monitor or the switch control would need to take 
account of the state of the crossover switches to identify 
which link is being monitored by a given link monitor. 
[0057] Figure 3 also shows a separate link 460 carry- 
ing link status signalling information from node 302 to 

20 node 301 , In practice, it may be preferable to use return 
paths associated with links 420 and 421 to carry this sig- 
nalling information. Since a break in link 420 is likely to 
be accompanied by a similar break in the associated re- 
turn path, it is inadvisable to signal the status of link 420 

25 only on its own return path (and similarly for link 421). 
Accordingly, the status of link 420 would preferably (ad- 
ditionally or instead) be signalled using the return path 
associated with link 421 (and vice versa for the status 
of link 421). 

30 [0058] In the configuration illustrated, switches 430 
and 431 operate in the optical domain, though the sys- 
tem described in this invention can of course equally be 
implemented in the electrical domain. In the latter case, 
transducers associated with impressing the signal on 

35 the optical link and detecting the received optical signal 
are considered to be logically associated with the com- 
munications links 420 and 421 . Optical switching is how- 
ever to be preferred as this technique can accommodate 
the very high bit rates that are being introduced into cur- 

40 rent and new networks. 

[0059] In the ISO seven layer model, routers are con- 
sidered to operate at layer 3, the 'Network' layer. It is 
also common practice to build data networks where at 
least some of the packet forwarding is performed at ISO 

45 layer 2. The technique described above is equally ap- 
plicable for implementing resilient communications be- 
tween nodes based on layer 2 switches rather than rout- 
ers. 

[0060] In a further embodiment, the link 420 carrying 
50 the high priority traffic may also carry a proportion of low- 
er priority traffic where this link is found to have spare 
capacity. This can be of advantage to the network oper- 
ator who wishes to provide path protection of priority 
traffic, but who also wishes to use the network to its max- 
55 imum capacity. In the event of a link failure necessitating 
switching of the high priority traffic to the link 421, any 
lower priority traffic sharing the link 421 will be switched 
together with the high priority traffic on to the link 421 . 
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[0061] Although the technique has been described 
with particular reference to a system where two diverse 
links are provided between nodes, it will be understood 
that the same principles can be extended to systems 
where more than two links exist between a given pair of s 
nodes, so long as at least one link carries only best ef- 
forts or lower priority traffic during normal operation and 
can therefore be used as the protecting path for high 
priority traffic during fault conditions. 
[0062] It will be understood that the above description io 
of a preferred embodiment is given by way of example 
only and that various modifications may be made by 
those skilled in the art without departing from the spirit 
and scope of the invention. 



Claims 

1 . A method of path protection of high priority packet 
traffic between first and second network nodes in a 20 
packet network carrying lower priority traffic in ad- 
dition to said high priority traffic, the method com- 
prising defining first and second traffic paths be- 
tween said nodes, allocating said high priority traffic 

to said first path and said lower priority traffic to said 25 
second path, and, in the event of a failure of said 
first path, switching said high priority traffic from 
said first path on to said second path and switching 
said lower priority traffic from said second path on 
to said first path. 30 

2. A method as claimed in claim 1 , wherein said high 
priority traffic is identified from information provided 
in a header associated with each high priority pack- 
et. 35 

3. A method as claimed in claim 2, wherein said first 
path carries both high priority and lower priority traf- 
fic. 

40 

4. A method as claimed in claim 3, wherein said high 
priority traffic includes voice traffic. 

5. A method as claimed in claim 1 , wherein said nodes 
comprise routers. *s 

6. A method as claimed in claim 1 , wherein said nodes 
comprise Layer 2 switches. 

7. A method of path protection of high priority packet 50 
traffic between first and second nodes in a packet 
network carrying lower priority traffic in addition to 
said high priority traffic, there being first and second 
traffic paths between said nodes, said paths being 
coupled to respective first and second ports at each 55 
said node, the method comprising; identifying said 
high priority traffic at said first node, transmitting 
said high priority traffic and said lower priority traffic 
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from said first node to said second node via said 
first and second ports over said first and second 
traffic paths respectively, and, in the event of a fail- 
ure of said first path, switching said high priority traf- 
fic from said first path on to said second path and 
switching said lower priority traffic from said second 
path on to said first path. 

8. A method as claimed in claim 7, wherein said high 
priority traffic is identified from information provided 
in a header associated with each high priority pack- 
et. 

9. A method as claimed in claim 8, and further com- 
prising determining at said first node an alternative 
route for said lower priority traffic to said second 
node. 

10. An arrangement for providing path protection of 
high priority traffic in a packet network carrying low- 
er priority traffic in addition to said high priority traf- 
fic, the arrangement comprising first and second 
network nodes first and second traffic paths there- 
between, means for allocating said high priority traf- 
fic to said first path and said lower priority traffic to 
said second path, and, means responsive to a loss 
of integrity of said first path for switching said high 
priority traffic from said first path on to said second 
path and switching said lower priority traffic from 
said second path on to said first path. 

11. An arrangement as claimed in claim 10, wherein 
said means for removing said lower priority traffic 
from said second path and for diverting said high 
priority traffic on to said second path comprises first 
and second changeover switches, one associated 
with each said node. 

12. An arrangement as claimed in claim 11, wherein 
said switches are controlled via a signalling path 
provided between said first and second nodes. 

13. An arrangement as claimed in claim 12, wherein 
said signalling path is a bidirectional path. 

14. A packet communications network incorporating a 
path protection arrangement as claimed in claim 1 3. 

15. An arrangement for providing path protection of 
high priority traffic in a packet network carrying low- 
er priority traffic in addition to said high priority traf- 
fic, the arrangement comprising first and second 
network nodes each having respective first and sec- 
ond ports coupled to respective first and second 
traffic paths disposed between the nodes, traffic al- 
location means provided at said first node for allo- 
cating said high priority traffic to said first port and 
said lower priority traffic to said second port, moni- 
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toring means for determining the integrity of said 
first path, and switch means responsive to said 
monitoring means for switching said high priority 
traffic from said first path on to said second path and 
switching said lower priority traffic from said second s 
path on to said first path. 

16. A method of transporting packet communications 
traffic between first and second nodes in a network 
carrying high priority traffic and lower priority traffic, 10 
said first node having first and second output ports 
and second node having first and second input 
ports and wherein the first ports are coupled to a 
first path between the nodes and the second ports 
are coupled to a second path between the nodes, '5 
the method comprising; 

at the first node, identifying the high priority and 
lower priority traffic, outputting the higher prior- 
ity traffic at said first output port and said lower 20 
priority traffic at said second output port; 
at the second node, receiving the high priority 
traffic at said first input port and the lower pri- 
ority traffic at said second input port; and 
on the first and second paths between said 25 
nodes, monitoring the integrity of said first path, 
and, in the event of a loss of integrity of said 
first path, switching the high priority traffic, out- 
put from said first output node and input to said 
first input node, from said first path and on to 30 
said second path. 
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